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G Security Applicability Task Group

* Purpose
« Make IISF actionable

* How
* By defining best practices

Creating the loT Security Maturity Mode
) a :
* Capturing case studies

«<— Our Focus Today




industrial intfemet
CONSORTIUM

BESt Pra Ctlces ~Www.iiconsortium.org

N




0 How will we develop these Best Practices?

Create one Best Practices document for each of six Building Blocks in IISF

Data

Protection Device
Onboarding and

Automated
Provisioning

Endpoint

Configuration &

Communications
Management

Monitoring
& Analysis
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Q Top Security Concerns: What does “system is secure” mean?

.
\

By deploying IoT which security risks am I taking for the rest
of my business?

|

Who can evaluate my IoT infrastructure and give me a
threat assessment?

[

‘ How much should I spend on security for my needs?

/

How do I identify actions I need to take including process
improvements, security techniques and security mechanisms?
/

Is my IoT infrastructure developed, deployed and operated
securely?




Q Not All Systems Need the Same Level of Security




Q Establish and Assess Against a Target




Q Many Frameworks but no Single Standard

EAL1
EAL2
EAL3
EAL4
EALS
EAL6
EAL7

Common Criteria

Functionally tested

Structurally tested

Methodically testbed and checked
Methodically designed, tested, and reviewed
Semiformally designed and tested
Semiformally verified desigh and tested

Formally verified design and tested

NIST Cyber Security Framework
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1SA-62443-11

Concepts and models

ISA-TR62443-1-2

Master glossary of
terms and abbreviations

1SA-62443-1-3 ISA-TR62443-1-4

Systemn security
confermance metnics

IACS security lifecycle
and use-cases

ISA-62443-2-1

Secunty program
requirements for IACS
asset owners
. w

Policies &

Procedures

ISA-62443-2-2

IACS protection levels

\ 7

ISA-62443-24

1SA-TR62443-2-3

Patch management in
the IACS environment

\. v

Security program
requirements for IACS
senvice providers

Implementation guidance
for IACS asset owners

ISA-TR62443-3-1

1SA-62443-3-2

Security risk assessment
and system design

\,

ISA-62443-3-3

System security
requirements and
security levels

§
Security technologies
% for IACS
. >

ISA-62443-4-1

Secure praduct
development lifecycle
requirements

C2M2

Domain Model contains 10 domains

T (one or more per domain)
Approach Objectives Uk 15 soon doivioks
Practices at MIL1
Approach objectives are
supported by a progression of
practices that are unique to
the domain

Practices at MIL2

Practices at MIL3

{one per domain)

DiSuepenmE Chiclivs: Similar in each domain

Each management objective is
supported by a progression of
practices that are similar in
each domain and describe
institutionalization activities

Practices at MIL2

1SA-62443-4-2

Technical security
requirements for IACS
components

Optimized

Focus on improvement Organizational strategy

Processes managed,
based on measures
[

Quantitatively Managed
Processes and activities are
managed based on measures

Defined
Work done according processes

Processes defined,
performance managed

Managed
Activities are managed

0 Based on defined plans
Unpredictable,
reactively managed

Initial
Project success depends on individual performance




Q Security Maturity vs. Security Level

Security maturity is a measure of RIS EEED

the understanding of the current
security level, its necessity, benefits
and cost of its support.

Security level is a measure of
confidence that system
vulnerabilities are addressed
appropriately and that the system
functions in an intended manner.

Security
Level (SL)

Minimum * main use cases + Consider best +  Well-established
requirements « well-known practices, standards, process forms
implemented security incidents regulations, the basis
* No assurance * similar classifications * continuous
activities environments * Use software and other support and
* Assurance: ad hoc tools. security
reviews * assurance: security enhancements.
* baseline patterns, secure-by- * assurance: focus
mitigations default designs and on the coverage
known protection of security needs
approaches and and timely
mechanisms addressing of

ssssss

Description from IEC 62443-1-1 section 10.4.3

No specific requirements or security protection necessary
Protection against casual or coincidental violation

Protection against intentional violation using simple means with low resources, generic skills and low
motivation

Protection against intentional violation using sophisticated means with moderate resources, IACS specific
skills and moderate motivation

Protection against intentional violation using sophisticated means with extended resources, IACS specific
skills and high motivation
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Security Maturity
Target 9
I/i/ll Security Maturity Lm i
BUSINESS LEVEL STAKEHOLDER Summent Joose
CREATING THE GAP PLANNING
SECURITY MATURITY ANALYSIS THE ROADMAP
— TARGET

Business Objectives
Questionnaire

__________________________________________ Collaboration

SECURITY SECURITY
MATURITY MATURITY
ASSESSMENT | ENHANCEMENT

TECHNICAL LEVEL STAKEHOLDER
Security Maturity Assessment
& Enhancement Guidance
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G SMM Structure and Tables

Set Domain
Priorities

Governance

Security
Maturity Enablement

Domain

Strategy and
Governance

Threat Modeling and
Risk Assessment
Supply Chain and

Dependencies Management
Identity and Access
Managameant
Asset
Protection

Situation
Awareness

Event and Incident
Response,
Continuity of Operations

Subdomain

Security Program Management
Compliance Management

Threat Modeling

Risk Attitude

Product Supply Chain Risk Management

Services Third-Party Dependencies Management

Establishing and Maintaining Identities

Access Control Take
Asset, Change and Configuration Management ACtI on
Physical Protection

Protaction Model and Policy for Data

Implementation of Data Protection Controls

Vulnerability Assassment

Patch Management

Monitoring Practice

Situation Awareness and Information Sharing

Event Detection and Response Plan

Remediation, Recovery and Continuity of Operations

Practice
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Q Domain Definitions

Governance

 The subdomains and practices that have to do with setting the security strategy,
understanding risk, and managing the overall security program

Enablement

 The subdomains and practices focused on implementing the policy and controls
to manage identity and protect physical assets, digital assets and data

Hardening

 The subdomains and practices related to managing security operations,
vulnerability and patch management, monitoring and response



Q The Hierarchy: Domains, Subdomains, Practices

Domains are pivotal to determining Subdomains reflect the basic Practices define typical activities
the priorities of security maturity means of obtaining these priorities associated with sub domains and
enhancement at the strategic level. at the planning level. identified at the tactical level.

At the domains level, the business At the sub domains level, the At the practices level, the
stakeholder determines the stakeholder identifies the typical stakeholder considers how the
priorities of the direction in needs for addressing security practice supports specific security

improving security concerns. activities.
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Q Measuring the Security Maturity

Why do we need measuring?

(1) To compare with other similar systems

I”

(2) To compare with an “ideal” target
(3) To understand what needs to be done to achieve the target

(4) For consistency of results and presentation



Q Two Dimensions

Comprehensiveness captures the degree of depth, consistency and assurance of
security measures that support security maturity domains, subdomains or
practices.

Scope reflects the degree of fit to the industry or system needs. This captures the
degree of customization of the security measures that support security maturity
domains, subdomains or practices.



Q Scoring: Comprehensiveness levels

Level O, None:

There is no common understanding of how the security practice is applied and no related requirements are implemented

Level 1, Minimum:

The minimum requirements of the security practice are implemented. There are no assurance activities for the practice
implementation

Level 2, Ad hoc:

The requirements for the practice cover main use cases and well-known security incidents in similar environments. The assurance
measures support ad hoc reviews of the practice implementation to ensure baseline mitigations for known risks

Level 3, Consistent:

The requirements consider best practices, standards, regulations, classifications, software and other tools. The assurance validates
the implementation against security patterns, secure-by-default designs and known protection approaches and mechanisms

Level 4, Formalized:

A well-established process forms the basis for practice implementation, providing continuous support and security enhancements.
The assurance on the implementation focuses on the coverage of security needs and timely addressing of issues that appear to
threaten the system of interest



Q Scoring: Scope

Level 1, General

This is the broadest scope. The security practice is implemented in the computer systems and networks without any assessment of
its relevance to the specific 10T sector, equipment used, software or processes to be maintained. The security capabilities and
techniques are applied as they were in the typical environment.

Level 2, Industry specific

The scope is narrowed from the general case to an industry-specific scenario. The security practice is implemented considering
sector-specific issues, particularly those regarding components and processes that are prone to certain types of attacks, and known
vulnerabilities and incidents that took place.

Level 3, System specific

This is the narrowest scope. The security practice implementation is aligned with the specific organizational needs and risks of the
system under consideration, identified trust boundaries, components, technologies, processes and usage scenarios. Combining the
general and domain specific objectives in a unigue manner sets the requirements of this implementation.



Q Template and Tables

<Practice-Name>

<Practice Description>

Objective

General
considerations

Comprehensiveness
Level 1

Objective Description

Level Description

What needs to be
done to achieve this
level

Considerations

Indicators of
accomplishment

Considerations

Comprehensiveness
Level 2

Objective Description

Level Description

What needs to be
done to achieve this
level

Considerations

Indicators of
accomplishment

Considerations

Comprehensiveness
Level 3

Objective Description

Level Description

What needs to be
done to achieve this
level

Considerations

Indicators of
accomplishment

Considerations

Levels include all the considerations of the lower levels

Comprehensiveness
Level 4

Objective Description

Level Description

What needs to be
done to achieve this
level

Considerations

Indicators of
accomplishment

Considerations



Q Profiles

e At a practice level

 Adding information to “what’s needs to be done” and “indicators of
accomplishment” that is specific to an industry or system (scopes)

* This extends the tables into a profile

* Profiles can be industry and/or system

* Profiles make the general considerations more specific or provide more
detail

* Industry profiles can add information to general scope, or to system
scope as well

 |nformation does not have to be added to all tables






G More detailed General Considerations (1/2)

Practice: Threat Modeling of Medical Devices including a handheld that collects patient
telemetry and a base station aggregates patient vitals and shares data across a hospital

network.
Comprehensiveness Comprehensiveness Comprehensiveness Level Comprehensiveness
Level 1 Level 2 3 Level 4
Objective Consider general IT  Perform vulnerability = Describe and classify threatsin ~ Reveal and clearly describe
security  issues  as  analysis to Identify an accurate (optionally  IT, OT and loT factors both
threats threats. Address in an ad-  formal) way known and specific that
hoc manner may put the system at risk
At this level threats are At this level, the At this level accepted formal At this level threat
General

Considerations

only based on known
typical IT  security
threats.

What needs to be done
to achieve this level

Collect the available

information about
typical IT  security
vulnerabilities and

incidents, and recognize
those which are
relevant as threats.

Indicators of
accomplishment

Business level
documents mention
general security threats,
such as sensitive data
disclosure, denial of
service  attacks, or
infiltration with
malware

organization performs an
actual vulnerability
assessments to
understand threats as they
pertain to the
organization. The
organization can discern
specific IT vs. 10T threats.

What needs to be done to
achieve this level

Perform a vulnerability
assessment for IT, OT, and
10T (at this level they are
typically managed
separately).

Use the generally
accepted vulnerability
evaluation schemes (such
as Common Vulnerability
Scoring System or CVSS).

Indicators of
accomplishment

- A vulnerability
assessment report
is available and
identifies common
and typical threats
valid for the

threat modeling
methodologies are used, and
automated tools are used for
thread modeling.

What needs to be done to
achieve this level

Describe the threats during
the analysis using a generally
accepted classifications like
CAPEC or OWASP Top10.

Optionally use the tools to
describe the architecture of
the system to automatically
identify threats and possible
resolution.

Address the IT, OT, and loT-
specific (for example, edge
device physical compromise)
threats.

Consider the results of threat
modeling and risk
assessments as a part of
formal processes to address
and prevent the identified
concerns.

Indicators of accomplishment

Identified tools and

modeling is built into
business processes and
driven by business goals
and risk profile.

What needs to be done to
achieve this level

Validate the  security
threats against objectives
set according to business
needs.

Base the threat model
upon the set of clearly
identified security
assumptions about system
environment  (including
physical security),
trustworthiness
constraints, and key
actor’s behavior. IT, OT,
and loT threats are
integrated.

Organize the particular
threats and attack vectors
as a consistent hierarchical
structure, including all
identified security issues

Indicators of
accomplishment
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0 More detailed General Considerations (2/2)

Industry
Specific
Considerations

Level 3 and higher: Note: FDA guidance can be interpreted to require that a medical device manufacturer
reach or exceed a level 3 comprehensiveness in threat modeling as part of a pre-market submission.

The threat model takes into account FDA guidance for post-market management of cybersecurity in medical
devices

FDA requirements for pre-market submissions related to cybersecurity:
https://www.fda.gov/downloads/MedicalDevices/DeviceRegulationandGuidance/GuidanceDocuments/UCM
356190.pdf

FDA post-market guidance on managing cybersecurity in medical

devices: https://www.fda.gov/downloads/MedicalDevices/DeviceRegulationandGuidance/GuidanceDocume
nts/ucm482022.pdf

Level 4: threat model includes not only the device in isolation, but the medical environments in which the
device will operate.

Level 4: threat model includes scenarios in which the device could allow its users to violate HIPAA standards
(such as by leaking PIl), and seeks to mitigate those opportunities.

Handheld
Specific
Considerations

The handheld collects only anonymized patient telemetry data. Its exposed attack surfaces are Bluetooth LE,
USB, and physical access.

Base station
Specific
Considerations

The base station aggregates patient telemetry with Pll, making the data it stores and transmits HIPAA relevant.
Its exposed attack surfaces include Bluetooth LE, USB, Wi-Fi, Ethernet, and physical access.
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Q What a Security Maturity evaluation result looks like

We need a representation for the evaluated Security Maturity of the
system:

- 18 practices

Smart Bottling Line

_ Eve ry p ra Cti Ce h a S t h e CO m p re h e n S ive n ess Ieve I Security Maturity Target: Detailed Target for Security Practices

Target Comprehensiveness Target Scope

- Every practice has the scope
So, this is NOT a single score
It is the state represented by 36 separate characteristics

We call the “ideal” state the Security Maturity Target

24



0 Flexible visualization options

S,
c3

Security Strategy 1
and Governance
1 Security Strategy

Event and Incident and Governance
1 Response, Continuity

Threat Modeling
and Risk Assessment

Supply Chain and External
Dependencies Management

Identity and
Access Management

Asset, Change and
Configuration Management

Threat Modeling and
Risk Assessment

Situational

Data Protection
Awareness

Supply Chain and
External Dependencies
Management

Vulnerability and
Patch Management

Situational Awareness
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Security Maturity Model
Extends to Trustworthiness

Threat Modeling
Threat Modeling and
Risk Attitude

Product Supply Chain Risk Management
. . . Supply Chain and

Concept of maturity and appropriate investment Y S T—
applies '
Organized and effective process toward managing
investment

Comprehensiveness and Scope concepts extended

New Domains, Subdomains and Practices can be ' " °°““"a”n°u“i.l?m°’.3;"“°

n
added as needed { oty econs "\ L2215 and ainainig dettes
Management e —"
/2 Asset Asset, Change and Configuration Managemant
Physical Protection
Protection Mode! and Policy for Data
Proteckion implementation of Data Protection Controls
o
't Patch Managemeont Patch Management
P = - = Monitoring Practice
\ A Situation Awareness and information Sharing
Event and Incident Event and Plan
oo, ) —
omm of Operation: Remediation, Recovery and Continuity of Operations

Domain Subdomain Practice




Q Mappings

* SMM is a maturity model, does not include
specific security controls

 There are other control frameworks (NIST,
62443, etc.)

* Issue: how do you know which controls to
use and how much you need?

* We have mapped the SMM to these
frameworks

* You can identify your desired maturity level
and then trace to the appropriate controls
that are relevant

Security Program Management

This practice is critical for the planning and timely provision of security activities, control over the process and results and optimal
decision-making procedure for fulfillment of security related demands.

NIST
Framework

1SO/IEC
27001:2013

ISA 62443-
2-1:2009
NIST SP
800-53
Rev. 4

Comprehensiveness Level

Comprehensiveness Comprehensiveness Level | Comprehensiveness Level 4

1

What Indicators of What

to be be done
done to to
achieve achieve

this this

level level

1D.GV-2
PR.AT-5

A6.1.1 A6.1.1
A7.21 A7.2.2
A7.2.2
43233
4.3.2.4.2
PM-1 PM-8,
PS-7 AT-3,
AT-3 PM-13,
PM-13 CP-2,
CP-2 PS-7,
PM-11 PM-11

Level 2

Indicators of | What
needs |accomplishment |needsto| accomplishme | needs |accomplishment | needsto | accomplishment

nt

ID.BE-2
PR.AT-4 ID.GV-
1

AS5.1.1

5
&

d
a

4

P
p
p

to be
one to
chieve
this
level

18.1
.16.1.6

4.3.7

M-8,
M-9,
M-11,

SA-14,
AC-21,

CA-7,

C

P-2,

PS-7, SI-

4

3

Indicators of

ID.GV-3
ID.RM-3
PR.IP-8

What Indicators of

be done to

achieve
this level

PR.AT-1 RC.RP-1

A.16.1.5
AT-2 CP-10, IR-4, IR-8
PM-13
CP-2



Q Advantages of using loT SMM Approach

ESTABLISHING SECURITY
MATURITY TARGET

The Security Maturity Profile plays a role of
the security standard for the solution and
helps the stakeholders to align their security
concerns and appropriate measures to
address these concerns

Assessment for Security Maturity fosters
the collaboration of potential users,
business stakeholders and high-level
technicians/security specialists

BUSINESS
LEVEL

TECHNICAL
LEVEL

Security requirements can be tailored to the
specific needs of particular solution and
organized according to the recognized
framework

We do not have to waste the time on
assuring the requirements that make no

MATURE STATE

~ull

TARGET SECURITY @

Scoring and roadmap planning are covered
by the method. Lifecycle-based approach
helps with setting the priorities and
enhancement of Security Maturity for the
selected security practices.

The method does not separate security
enhancement and security certification,
thus making the process much more
effective
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Q Next Steps

Do you want to conduct an assessment using SMM?
Do you want to start a consulting practice that conducts assessments?

Do you want to adapt your existing consulting assessment practice?

W

Are you interested in more hands-on classes and certification?



QA

industrial intemet :’\\ §
CONSORTIUM industrial intemet O enFOg
CONSORTIUM =

wwwiiiconsortium.org

loT Security Maturity Model: Description and
Intended Use loT Security Maturity Model:
Practitioner’s Guide

Version 1.1

Version 1.0
2019-02-15

2019-02-25

2019-02-15 -1- Version 1.1

https://www.iiconsortium.org/smm.htm

https://www.iiconsortium.org/pdf/SMM Description and Intended Use FINAL Updated V1.1.pdf

https://www.iiconsortium.org/pdf/loT SMM Practitioner Guide 2019-02-25.pdf
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https://www.iiconsortium.org/pdf/IoT_SMM_Practitioner_Guide_2019-02-25.pdf
https://www.iiconsortium.org/pdf/SMM_Description_and_Intended_Use_FINAL_Updated_V1.1.pdf
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As secure as you need to bel



