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How do we go from here to there?



ﬁ How do we go from here to there?

Internet of
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ﬁ Connectivity = Communications =2 Interoperability

Connectivity

Communications

Interoperability
requires
a
Suitable
Connectivity
Infrastructure
for
Meaningful
Communications
between...




Participant X Participant Y




Connectivity infrastructure provides support for Interoperability
Directly impacts ease of integration, interoperability, and composability

E——

Participant X Participant Y




ﬁ So, how do we go from here to there?

Internet of
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ﬁ Industrial Internet Connectivity Framework (IICF): Feb 28, 2017

Comprehensive
treatment of
connectivity

As a means of
building interoperable
lloT systems

https://www.iiconsortium.org/IICF.htm




a lloT Technical Foundation....Things are Coming Together!

IRA v1.8
(2017 Jan)

[ISF
(2016 Sep)

IIRA v1.7
(2015 Jun)

Architecture



ﬁ IICF: Theory + Practice = Useful Guidance
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Industrial Internet Connectivity Framework (IICF) Goals
Accelerating IloT

Guide map to the rich but
often confusing landscape
of lloT connectivity

Clarity

Useful, practical, tangible
guidance for requirements
assessment, technology
evaluation and selection

Sets a stable long

term foundation for
lloT interoperability

Foundation Guidance
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Evolution of the lloT Connectivity Stack



ﬁ Levels of Interoperability

Context of data objects is also shared

Structure of data is also shared

Compatible means of signaling and protocols

http://en.wikipedia.org/wiki/Conceptual _interoperability



g Historically: Vertical silos of interoperability

Historically
T
— Often
Proprietary
_—

Example Verticals:
SCADA
Industrial Automation
Electric Utilities

R i : - Medical
http://en.wikipedia.org/wiki/Conceptual_interoperability ,



a Future: Horizontal interoperability

Industrial Internet (lloT)

T
Vertical Industry Data Models
>—
Horizontal stack

that can span
across verticals!

http://en.wikipedia.org/wiki/Conceptual_interoperability



ﬁ. Technical Interoperability Example...

Share byte sequences

Messages
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ﬁ. Technical Interoperability Example...

Share byte sequences

Messages
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ﬁ. Syntactic Interoperability Example...

ShapeType

Share structured datatypes
color

X y

Data (State, Events, Streams)

Messages

23



ﬁ. Syntactic Interoperability Example...

ShapeType

Share structured datatypes
color

X y

Data (State, Events, Streams)

Messages
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Q Semantic Interoperability Example...
/

ShapeType
Car
I Car Color

Row

‘\\\\\\\\iiif:da

ta-objects in context

@

ation (Data in Context)

< Inform

A

Data (State, Events, Streams)

Messages

I Room Color

ShapeType ‘\\\
Room

K ITemperature I Humidity
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Where do we draw the line?

3

A

///7 ShapeType
Car

I Car Color

Row

ShapeType ‘\\\
Room

o

< Information (Data in Context)

Data (State, Events, Streams)

Messages

I Room Color

K ITemperature Humidity
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Where do we draw the line?

3

A

/ ShapeType
Car

I Car Color

Row

< Information (Data in Context)

Data (State, Events, Streams)

Messages

h
Room

I Room Color

K ITemperature Humidity
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a Evolution of the lloT Connectivity Stack

4-Layer
Internet Stack

7-Layer OSI Jloge
Stack Model (1989)

(1954)

lloT

Considerations

W5

lloT Connectivity Stack Model (2017)
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lloT Connectivity Stack Model

Information

Connectivity

Networking

Participant X

Distributed Data
Interoperability and Management

Participant Y

Information (Data in Context)

Framework

Transport

Network

Link

Data (State, Events, Streams)

Messages

Distributed Data
Interoperability and Management

Packets

Frames

Physical

Framework

Transport

Network

Link

Bits

Physical




lloT Connectivity Stack Model

Participant X

Information

Distributed Data
Interoperability and Management

Participant Y

Information (Data in Context)

Connectivity

Connectivity Task Group
* Document Focus

Networking

Connectivity Task Group
* Generally understood
» Beyond current scope

Framework

Transport

Network

Link

Data (State, Events, Streams)

Messages

Distributed Data
Interoperability and Management

Packets

Frames

Physical

Framework

Transport

Network

Link

Bits

Physical

Semantic
Interoperability
(Level 3)

Syntactic
Interoperability
(Level 2)

Technical
Interoperability
(Level 1)



ﬁ lloT Horizontal Interoperability

Energy & Utilities Healthcare Manufacturing Transportation

Applications, Analytics and others

Distributed Data Semantic Interoperability
Interoperability &Management (Level 3)

Syntactic Interoperability

Connectivity (Level 2)
eve

Framework

Technical Interoperability

Connectivity (Level 1)

Transport

Connectivity
Network

L Connectivity Crosscutting Function




lloT Connectivity Stack

Participant X Participant Y
Information Distributed Data Information (Data in Context) Distributed Data
Interoperability and Management Interoperability and Management

Framework Data (State, Events, Streams) Framework
Connectivity

Transport Messages Transport

Network Packets Network
Networking
Link Frames Link

Physical Bits Physical

Syntactic
Interoperability



ﬁ Framework Layer : Syntactic Interoperability

Connectivity Framework Layer

Participant X Participant Y

Distributed Data

Interoperability and Management < LI (VI ST > Interope?aisitlriitsl{atﬁg I?A:tr?agemem i P rOVi d e S Syn tactic in teroperability b etwe e n e n d p O i n tS

e Share structured datatypes

* |nformation is structured in a common and
unambiguous data format

Framework Data (State, Events, Streams) Framework

Newor  Meaning (interpretation of datatypes in context)

f_\ é ; f_\ is beyond the scope of this layer

{ \ * Connectivity Framework Layer Infrastructure

Bits

* Any programming environment
* Any computing platform

 May observe data flows & optimize datatype
sharing and delivery



ﬁ. Connectivity Framework Layer

Distributed Data Interoperability & Management

Connectivity
Framework
Functions

Publish-Subscribe

Id and Addressing

Framework

API

Request-Reply Discovery

Data Resource Model

Data Type System Lifecycle (CRUD)

Transport

Governance

Exception Handling

Quiality
of Security
Service

State
Management

Network

Link

Physical

Syntactic
Interoperability



ﬁ. Connectivity Framework Layer

Distributed Data Interoperability & Management

Framework
API
Connectivity lish.Subserib _
Framework Publish-Subscribe Request-Reply Discovery
Functions

Exception Handling

Data Resource Model

il

D

Id and Addressing Data Type System Lifecycle (CRUD)

Transport

State
Management

Governance
Quiality
of Security
Service

Network

Link

Physical

Syntactic
Interoperability



ﬁ. Connectivity Framework Layer

Distributed Data Interoperability & Management

Connectivity
Framework
Functions

Publish-Subscribe
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Framework

API

Request-Reply Discovery

Data Resource Model

Data Type System Lifecycle (CRUD)

Transport
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Exception Handling
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Network
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ﬁ. Connectivity Framework Layer

Distributed Data Interoperability & Management

Framework
API
Connectivity lish.Subserib _
Framework Publish-Subscribe Request-Reply Discovery
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ﬁ. Connectivity Framework Layer

Distributed Data Interoperability & Management

Connectivity
Framework
Functions

Publish-Subscribe

Id and Addressing

Framework

API

Request-Reply Discovery Exception Handling

Data Resource Model

State

Data Type System Lifecycle (CRUD) Management

Transport

Governance

Quiality
of Security
Service

Network

Link

Physical

Syntactic
Interoperability



ﬁ. Connectivity Framework Layer

Distributed Data Interoperability & Management

Connectivity
Framework
Functions
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ﬁ. Connectivity Framework Layer

Distributed Data Interoperability & Management

Connectivity
Framework
Functions

Publish-Subscribe

Id and Addressing

Framework

API

Request-Reply Discovery

Data Resource Model

Data Type System Lifecycle (CRUD)
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ﬁ. Connectivity Framework Layer

Distributed Data Interoperability & Management

Connectivity
Framework
Functions

Publish-Subscribe

Id and Addressing

Framework

API

Request-Reply Discovery

Data Resource Model

Data Type System Lifecycle (CRUD)

Transport

Governance
Exception Handling
Quiality
of
Service
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Management

Network
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Physical
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ﬁ. Connectivity Framework Layer

Distributed Data Interoperability & Management

Connectivity
Framework
Functions

Framework
API Governance
(ublish-Subscribe Request-Reply Discovery Exception Hand@
Quiality
Data Resource Model of Security
Service
Id and Addressin Data Type System Lifecycle (CRUD) State
g ype Sy y Management

Transport

Network

Link

Physical

Syntactic
Interoperability



ﬁ. Connectivity Framework Layer

Distributed Data Interoperability & Management

Framework
< API Governance>

Connectivity blish-Subserib | _ . _

Framework Publish-Subscribe Request-Reply Discovery Exception Handling

Functions
Quiality

Data Resource Model of Security

Service

Id and Addressing

Data Type System Lifecycle (CRUD)

Transport

State
Management

Network

Link

Physical

Syntactic
Interoperability



lloT Connectivity Stack

Participant X Participant Y
Information Distributed Data Information (Data in Context) Distributed Data
Interoperability and Management Interoperability and Management

Framework Data (State, Events, Streams) Framework

Connectivity
Technical
Transport Messages Transport Interoperability
Network Packets Network
Networking
Link Frames Link

Physical Bits Physical




ﬁ Transport Layer : Technical Interoperability

Participant X

Distributed Data
Interoperability and Management

Framework

<

Information (Data in Context)

y

Data (State, Events, Streams)

Bits

Participant Y

Distributed Data
Interoperability and Management

Framework

Connectivity Transport Layer

* Provides technical interoperability between endpoints
* Share byte sequences

* Structure (interpretation of bytes in context) is
beyond the scope of this layer

* Connectivity Transport Layer Infrastructure
* Any computing platform

 May observe byte flows & optimize byte sequence
sharing and delivery



g Connectivity Transport Layer

Distributed Data Interoperability & Management

Framework

Transport
Transport Technical
o _ o

Network




g Connectivity Transport Layer

Distributed Data Interoperability & Management

Connectivity
Transport
Functions

Framework

Transport

Network

Link M

Technical
Interoperability



G Connectivity Transport Layer

Distributed Data Interoperability & Management

Framework
Transport
Transport Technical

Network




g Connectivity Transport Layer

Distributed Data Interoperability & Management

Connectivity
Transport
Functions

Framework

Transport

Network

Technical
Interoperability



g Connectivity Transport Layer

Distributed Data Interoperability & Management

Framework

Transport

Connectivity
Transport

Functions

Network

Technical
Interoperability



g Connectivity Transport Layer

Distributed Data Interoperability & Management

Framework

Transport

Transport Technical
o _ o
Network




g Connectivity Transport Layer

Distributed Data Interoperability & Management

Connectivity
Transport
Functions

Framework

Transport

Network

Technical
Interoperability



g Connectivity Transport Layer

Distributed Data Interoperability & Management

Connectivity
Transport
Functions

Framework

Transport

Network

Technical
Interoperability



Defining a long term stable lloT
architecture strategy



Q Fundamental N2 Connectivity Challenge

* Brownfield Reality Check
« Existing technologies O(N?) Accept that there will be
* May be specific to verticals multiple connectivity

* Greenfield
* |nnovation

technologies

N x (N-1)




ﬁ Connectivity Reference Architecture

Gateways bridge to core

Functional Domain Other Endpoints ..
connectivity standards:
8ther N * Delivers performance
onnectivity . N
Technologies with flexibility
e Scales linearly (only
Endpoints

have to map each

Gateway ) g
other” to one
- _ “core”
Connectivity Core Standards (baseline)
e Supports dataflow
Sy security
Other Choose core standards that
Functional matches system needs

Domain



ﬁ Connectivity Core Standards: “lingua franca” for lloT interoperability

lin-gua fran-ca
/ liINGgwa fraNGka/

noun: lingua franca; plural noun: lingua
francas

a language that is adopted as a common
language between speakers whose native
languages are different



ﬁ Connectivity Reference Architecture

Functional Domain Other Endpoints Must not compromise:
. : .
. Syntactic Interoperability
Connectivity * Functional Requirements

Technologies
* Non Functional

Endpoints S Requirements
* Performance
Connectivity Core Standards (baseline) * Scalability
* Reliability
Gateway e Resilience
* Security

Other °
Functional Safety

Domain



Q Core Gateway Standards between Core Connectivity Standards

Endpoints

Domain-Specific
Connectivity Technology

Gateway to a Connectivity

‘ ‘ ‘ Core Standard

—

Connectivity
Core
~— Standards

. Core Gateways



Core Gateways enable Horizontal Interoperability
Few Core, Many Domain-Specific Standards

 Many Domain-Specific Connectivity
Technologies

e Common or de-facto
connectivity technology or
standard for a relevant industry
or functional domain

* Gateway will be needed to one
of the core connectivity

®*® ? ®*® ® standards

 Lots of these!

* Few Connectivity Core Standards
K Core Connectivity Standards
e K*(K-1)/2 + (N-K)
* when K<< N, O(N2) = O(N)

 Must meet the Connectivity
Core Standards Criteria




ﬁ Connectivity Core Standards Criteria

uoiuYaq

|ea1uyda]

ssaulsng

. Core Standard Criterion

1 Provide syntactic interoperability

2 Open standard with strong independent, international governance
3 Horizontal and neutral in its applicability across industries

4 Stable and deployed across multiple vertical industries

5 Have standards-defined Core Gateways to all other core connectivity standards

6 Meet the connectivity framework functional requirements
7 Meet non-functional requirements of performance, scalability, reliability, resilience

8 Meet security and safety requirements

©

Not require any single component from any single vendor
10 Have readily-available SDKs both commercial and open source

GREEN = Gating Criteria

Other Endpoints

Other
Connectivity

Technologies

Endpoints
Gateway

Connectivity Core Standards (baseline)
Gateway
Other

Functional
Domain




Selecting the right connectivity
technology



ﬁ Assessment Template

Distributed Data
Interoperability and Management

Framework

Transport

/N

|

Physical \

Which layers(s) of the Connectivity Stack does it provide?
* May span multiple layers

What Core Functions does it provide?

* Prioritize the functions for your use case
How does it rank against the Typical Considerations (of the
layers spanned) ?

* Prioritize the considerations for your use case

How does it impact system Architectural Qualities?
* Prioritize the qualities for your use case

How does it fit Core Connectivity Criteria?
* |s a gateway to a Core Connectivity Standard available?
* |s the gateway standardized?



ﬁ Assessment Template Worksheets
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ﬁ. Theory meets Practice!
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Relevant Connectivity Standards

Energy & Utilities Healthcare Manufacturing Transportation
Distributed Data | e NN M """" f """""" PN
Interoperability and Management Telecommunications Origin | anufacturing Origin
Framework DDS oneM2M We_b OPC-UA
Services
DDSI-RTPS COAP MQTT HTTP OPC-UA Bin |
Transport d \
TCP UDP TCP
Network Internet Protocol (IP)
4 N\ [ N\ ([ N\ [ N\ )
Link _
EtThSN / ¢ Wireless Wll_rill(\elss Wireless Wireless
s Oezmle PAN . 2G/3G/LTE Wide Area
! : = i 3GPP .
| 802.3) (802.15) Fi) ( ) (802.16)
Physical

U '\ /L J 0 /L J




ﬁ Connectivity Core Standards Criteria Applied
._

Provide syntactic interoperability Need XML or
JSON
2 Open standard with strong independent, international governance v v v v
3 Horizontal and neutral in its applicability across industries v v v v
4 Stable and deployed across multiple vertical industries Software
Integration & v Manufacturing Home Automation
Autonomy
5 Have standards-defined Core Gateways to all other core connectivity standards Web Services, _ _
OPC-UA* DDS, Web Services, Web Services,
' OPC-UA, oneM2M DDS*, oneM2M* OPC-UA*, DDS*
oneM2M*
6 Meet the connectivity framework functional requirements Pub-Sub in
v x v

development

7 Meet non-functional requirements of performance, scalability, reliability, resilience Real-time in Reports not yet

v x documented or
development

public
8 Meet security and safety requirements v v v v
9 Not require any single component from any single vendor v v v v
10 Have readily-available SDKs both commercial and open source v v v v

GREEN = Gating Criteria * = work in progress v'=supported, % = not supported



Non-overlapping system aspect examples targeted by potential lloT connectivity core standards

System Aspect Example User Approach Targeting
Standard

Software Integration You are a software architect. You are building a system or product A data centric approach will define the interfaces, capture the DDS

and Autonomy line, and you control the architecture. You critically need to dataflow, enable module evolution, and enforce
integrate components written by different programmers or even interoperation between teams. This approach also eases
entire teams. redundancy, fast complex data flow, and selective data
filtering.
Device You are a device manufacturer, with the goal of making devices A device-centric approach will allow the device users to write  OPC-UA
Interchangeability that will sell into many applications. The device offers services, generic software that will interoperate with competitor’s
such as configure, start, stop, etc. You have no idea how the devices.

device will eventually be used. Your users are likely not software
experts; they just want to add or integrate the device into a

workcell.
Web and Mobile User  You are building mobile apps or web browser based applications A RESTful approach will make it easy to connect to many Web
Interfaces to provide the human machine interface. You need an easy way types of enterprise systems and Ul devices. Services
to support clean human interaction and access to backend
services.
Information & You are building a wide-area wireless system that needs to allow A common, standard services-layer approach enables oneM2M
Communications applications and devices to share data and information. The applications and device to share data and information
Technology (ICT) devices use various technology and domain-specific protocols. without forcing the application to understand multiple
Integration The applications and devices you integrate rely on leveraging the protocols implemented on the devices. The applications can
services provided by the communications provider network. thus run in the Platform Tier and seamlessly connect to

diverse loT devices in the field.
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Summary



ﬁ Industrial Internet Connectivity Framework (IICF)

Participant X

Distributed Data
Interoperability and Management

Participant Y

Information (Data in Context)

Distributed Data
Interoperability and Management

Framework Data (State, Events, Streams) Framework
Transport Messages Transport
Network Packets Network
/ Link \ Frames / Link \
Physical \< Bits >{ Physical

lloT Connectivity Stack

Publish-
Subscribe

Id and Addressing

Request-Reply

Endpoint
Addressing

Syntactic Interoperability

AP|

Discovery Exception Handling

Data Resource Model

State
Management

Data Type

System Lifecycle (CRUD)

Framework Layer

Messaging Protocol

Communication Modes

Timing &
Synchroniz
ation

Connected Prioritizatio

Securi
ness n Y

Transport
Layer

Network

Governance
Quali
ty of Secur
Servi ity
ce



g Accelerate Your lloT...

Guide map to the rich but
often confusing landscape
of lloT connectivity

Clarity

v’ Study the IICF

Useful, practical, tangible
guidance for
requirements

assessment, technology
evaluation and selection

Sets a stable long
term foundation

for lloT
interoperability

Foundation Guidance
v Use the IICF v" Build your lloT
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ﬁ Get It!

https://www.iiconsortium.org/IICF.htm

Introduction

Connectivity Framework

Connectivity Reference Architecture
Connectivity Framework Layer
Connectivity Transport Layer

How to Assess a Connectivity Technology?
Connectivity Standards

Core Connectivity Standards

O 00 N O U A WD

Other Connectivity Standards

10. Assessment Templates



Thank You!



