Q Industrial Internet Consortium Mission | I——

CONSORTIUM

The Industrial Internet Consortium is a global, member supported
organization that promotes the accelerated growth of the Industrial
Internet of Things byoordinating ecosystem initiativeto securely
connect, control andntegrate assets and systems of assets with people,
processes and data using common architectures, interoperability and
open standardgo delivertransformational business and societal

outcomesacross industries and public infrastructure. Over 250 Member Organizations
Spanning 30 Countries

Launched in March 2014 by five founding members:
AT&T, Cisco, General Electric, IBM & Intel
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government meet to collaborate, innovate and enable.




QOver 250 IIC Members il ol

Founding and Contributing Members
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Q 24 Testbeds and Counting

Where theinnovation and opportunities of the Industrial Internet:
New technologies, New applications, New products, New services, New praegsbednitiated and
thoughtthrough, rigorously tested tascertain their usefulness & viabilitgefore coming to market.

A Aerospace & defense
A Agriculture

A Building & Facilities
A Energy & Utilities

A Factory Connectivity
A Healthcare

A Manufacturing

A Public Safety

A Security Claims

A Telecom & IT

A Transportation & Shipping




Security Testbed from Industrial Internet Consortium
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SECURITY CLAIMS EVALUATION TESTBED

Testbed in Action

INTELLIGENT SENSOR SECURITY
EVALUATION USE CASE

and operational efficiencies
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HOME COMMITTEES INDUSTRIES RESOURCE HUB MEMBERSHIP MEMBERS AREA

FAST FACTS \N"ERN\:‘
LEAD MEMBERS: WU LUAT

Xilinx, UL {Underwriters Laboratories), Aicas, PrismTec
SUPPORTING COMPANIES- UL (

SoC-g, iVeia, JUXT, PFP Cybersecurity, EyeTech, Algotro p

MARKET SEGMENT: L 22, 20
Industrial Manufacturing, Smart Grid/Energy, Smart Medic Feb\’“a

CHALLENGE: V"‘"

Provide a Testbed to allow testing of security claims and oth _. .ecurty related testing evaluction

SOLUTION:

sily configurable cybersecurity platform for evaluation of endpaint,
cap

abilities.

HOW [T WORKS:

e security te

estbed comprised of three primary tiers: Endpoint, Gateway and Server (Private,

Public Cloud) in include industrial, smart grid/energy, medical, automo uildine omation, and other

related endpoints requested for secure operational analysis. Key platform elements of the testbed include:

Intelligent endpaint manitoring system(s) from PFP Cybersecurity




Q Testbed Objective and Overview

Open, configurableCybersecurity Platform
A Coverage includesndpoint, gateway, cloud & other networked components
A Evaluation of participant defined Security Usage Scenario(s)
A Operation in adherence arglignment to the IIRA and IISF

Exploration of Methodology and Collection of Evidence
ADemonstrating the system operational security processes
A Supportingkey characteristicef IIRA and IISF
AProvidesevaluation of the participants claims
AEnablingdentification of Vulnerabilities and Remediatioptions



G Multi-Layered Security Claims Evaluation Testbed
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