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Platform Industrie 4.0
Five things we do.
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Focus on the needs of businesses and of end users
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Create a central point of contact
(for international partnerships and alliances)
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Ensure acceptance through high transparency and participation
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Develop a common language, objective and key messages
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Establish clear structures and reliable processes for the dayto-day work of the platform
The Platform Industrie 4.0 is the moderator of and catalyst for the
exchange amongst all societal actors in the pre-competitive
phase
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Arbeitsgruppe 3
Challenges of Industrie 4.0
 Increasing flexibility and customerspecific production by
 ad-hoc networking to value
creation networks across
company boundaries
 direct data exchange of all
entities (people, machines,
processes etc.)
 Increasing of the attack area

Boundary Conditions of Industrie 4.0
 Data exchange between the entities bases on trust of the partners
 Legally relevant communication between machines entities will be necessary to
realize ad-hoc networks

Traditional machine suppliers rarely have core competences in the relevant technical and
organizational fields of security

Working group 3
Identified key topics
 Secure communication for Industrie 4.0
 What are the essential requirements for dynamic value creation networks across companies
and how to build an infrastructure for this?

 Trustworthiness
 How to determine the trustworthiness of an I4.0 component, e.g. With a uniform metric, which
level of trust is required within a value creation network.
 How to determine the real trust level along the value creation network?

 Identities and their protection / verification
 What is a secure identity?
 Why are secure identities important?
 How can you verify if an identity is secure?

 Integrity of data and systems
 What is the integrity of data and systems?
 How to ensure the integrity?

 Legal contracts
 Knowledge of the skills and possibilities (of trustworthiness) of the individual participants

Publications by WG 3
Title

Publication

Document type

IT security in Industry 4.0

CeBit 2016

Guidelines

Secure identities

HMI 2016

Working paper

Secure communications
between companies

HMI 2016

Working paper

Security in RAMI

HMI 2016

Guidelines

IT security in Industry 4.0 –
IT Summit 2016
Fields of action for operators

Guidelines

Publications by WG 3
Title

Publication

Document type

Industrie 4.0 security in
vocational and advanced
training: New issues for
business organisation and
expertise

IT Summit 2016

Working paper

Security of the Asset
Administration Shell (only
available in German)

HMI 2017

Discussion
paper

Application scenario in
practice: order-controlled
production of a customized
bicycle handlebar

HMI 2017

Working paper

Secure Communication for
Industrie 4.0 (only available
in German)

Digital Summit
2017

Discussion
paper

Summary
Core messages of WG 3
 Security is the “enabler” of Industry 4.0 in the value creation
networks!
Industry 4.0 is only possible with adequate security
 Security by design
Security must be a fundamental component of development, deployment
and operation
 Security concerns all of us!
It is a joint task that requires cooperation between departments and
across company boundaries throughout the entire value creation
network. Security becomes a cross-sectional task

 Security is a “moving target”
We are never done. The core questions – “What should I expect?” and
“Which measures must be taken?” – must be re-evaluated again and
again
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New Insight of Collaboration
 IOT Products bridges IT/OT
 Manufacturing is a common vertical that forms the basis for all the other industrial verticals
 Common understanding of trustworthiness is critical

